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1. INTRODUCTION

1.1 OVERVIEW

A Certificate issued in accordance with this Certificate Policy (CP) conveys a level of digital identity assurance
associated with the Subject of the Certificate. A Certificate Subject may be an individual person; a role; a Server,
application, or Device, subject to the rules concerning each described in this CP. Entities adopting this standard
Certificate Policy as their own do so to ensure interoperability between their Entities and other Entities within the
ACCC communities.

1.1.1 Structure of this Certificate Policy and relationship to the Certification Practice
Statement

ACCC has created a set of specifications and requirements governing the implementation and operation of
Certification Authorities, Registration Authorities, and other Public Key Infrastructure (PKI) components; and deals
with:

e  PKI Technical Standards;

e  Certificate Policies (CP), including this CP;

e Requirements for Certification Practice Statements (CPS); and

e Any Subscriber or Relying Party Agreements, templates and other ACCC PKI guidelines.

This CP only applies to any certificates issued by, or under the authority of, ACCC or any of its entities directly or
subsequently under the ACCC Root Certification Authority within the ACCC PKI.

The headings of this CP follow the framework set out in the Internet Engineering Task Force Request for Comment
3647 (“RFC 3647”). Additional sections or headings have been introduced where necessary for the purposes of this
CP.

The provisions of this CP prevail over the provisions of the ACCC CPS to the extent of any direct inconsistency.

ACCC has engaged DigiCert as a Certificate Authority service provider. The provisions of the DigiCert Private PKI
CP/CPS (https://www.digicert.com/legal-repository/) are provided for information, as they are part of the ACCC’s
arrangements with DigiCert.

Subscribers and Relying Parties agree to the terms of this CP, and accept that it governs the terms of their use of the
ACCC PKI. Subscribers and Relying Parties are responsible for any costs or loss claimed by DigiCert from the ACCC in
respect of Subscribers and Relying Parties use of and access to the ACCC PKI.

1.2 IDENTIFICATION

1.2.1 Certificate Policy Name
This document shall be named the ACCC Certificate Policy.

There are levels in this Certificate Policy, which are defined in subsequent sections. Each level has an assigned object
identifier (OID) to be asserted in the Certificate Policies extension of certificates issued by CAs who comply with the
applicable policy requirements.
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1.2.2 Object Identification

Certificates issued in accordance with this CP shall be known by the Object Identifiers (OIDs) identified below. OIDs
are registered by ACCC under the ACCC Arc as follows:

iso (1)

|—> member body (2)

» au (36)

Tgovernment(l)

—» Australian Competition and Consumer Commission (400)

—» Certificate Policy (1)
1.3 PKI PARTICIPANTS

1.3.1 Policy Management Authority (PMA)

The ACCC Policy Management Authority (PMA), manages the design, development, governance, implementation,
and the overall operation of the ACCC PKI. The PMA is responsible for:

e Maintaining and publishing this CP;

e Reviewing and approving the CPS for compliance with this CP, for each CA that issues certificates under this
CpP;

e Reviewing periodic Compliance Audits to ensure that CAs are operating in compliance with their approved
CPSs; and

e Ensuring continued conformance of each CA that issues certificates under this CP with applicable
requirements as a condition for allowing continued participation.

The ACCC will perform the role of PMA in its capacity as the Consumer Data Right Accreditation Registrar.

1.3.2 Operational Authority (OA)

The ACCC PKI Operational Authority consists of the organisations that are responsible for the operation of the ACCC
PKI, including issuing Certificates when directed by the ACCC PMA or any authorised ACCC Registration Authority
(RA) operating under this CP, posting those Certificates and Certificate Revocation Lists (CRLs) into the repositories
of the ACCC PKIl, and ensuring the continued availability of these repositories to all users in accordance with section
2 of this document.

1.3.3 Root Certification Authority (RCA)

The ACCC PKI Root Certification Authority (RCA) is the Root CA (or Root CAs) of the ACCC PKI. Each ACCC PKI Root
CAis a trust anchor for Relying Parties trying to establish the validity of a Certificate issued by an ACCC PKI Sub CA,
whose chain of trust can be traced back to that specific Root CA.

The ACCC PKI Root CA(s) issue and revoke Certificates to ACCC PKI Sub CAs upon authorisation by the ACCC PMA. As
operated by the Operational Authority, the ACCC PKI Root CAs are responsible for all aspects of the issuance and
management of those Sub CA Certificates, as detailed in this CP, including:

e The certificate generation process;

e  Publication of certificates;

e  Revocation of certificates;

e Generation and destruction of CA signing keys; and

e Ensuring that all aspects of the CA services, operations, and infrastructure related to certificates issued
under this CP are performed in accordance with the requirements, representations, and warranties of this
CP.
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1.3.4 Subordinate Certification Authorities (SubCA)

The ACCC Subordinate CAs (SubCAs) are all of the ACCC PKI Intermediate and End-Entity Issuing CAs subordinate to
an ACCC Root CA as defined below.

An Intermediate CA is a CA which is not a Root CA and whose primary function is to issue Certificates to other CAs.
Intermediate CAs may or may not issue Certificates to End-Entities.

An Issuing CA is a CA whose primary function is to issue Certificates to End-Entities. An Issuing CA does not issue
Certificates to other CAs.

As operated by the Operational Authority, an ACCC Sub CA is responsible for all aspects of the issuance and
management of an end-entity Certificate, as detailed in this CP, including:

e The control over the registration process;

e The identification and authentication process;

e  The Certificate manufacturing process;

e The publication of Certificates;

e The revocation of Certificates; and

e Ensuring that all aspects of the services, operations and infrastructure related to Certificates issued under

this CP are performed in accordance with the requirements, representations, and warranties of this CP.

1.3.5 Registration Authorities (RA)

The Registration Authority (RA) is the entity that collects and verifies each Subscriber’s identity and information that
is to be entered into the identity’s public key certificate. The RA performs its function in accordance with a CPS
approved by the PMA. The RA is responsible for:

e  Control over the registration process; and
e The identification and authentication process.

An RA shall possess a certificate of assurance equal to or greater than that of the certificate being issued and
protected as described in Sections 6.1.1 and 6.2.1.

1.3.6 Subscribers

A Subscriber is the entity whose name appears as the subject in a Certificate, who asserts that it uses its key and
Certificate in accordance with the Certificate Policy asserted in the Certificate, and who does not itself issue
Certificates. This entity has the duty to protect the Certificate that is provided to him/her/it as expressed in the
General Terms and Conditions related to this CP. ACCC PKI Subscribers may include individuals, organisations,
network or hardware Devices such as firewalls and routers, Servers, or aircraft and/or aircraft equipment. A Device
Sponsor will assume the tasks and responsibilities of a “Subscriber” in this CP when the term “Subscriber” could be
referenced or applied to a Device.

1.3.7 Device Sponsors

A Device Sponsor is an entity (eg, company or individual) who requests a certificate on behalf of a Subscriber that is
a Device, Server or Appliance within the ACCC PKI ecosystem. The Device Sponsor asserts that the Device, Server or
Appliance shall use the key and certificate in accordance with the certificate policy asserted in the certificate. A
Device requires a representative to act on its behalf and vouch for the Device identity, this person is the Device
Sponsor. The Device Sponsor is ultimately responsible to supply the CA with all identification data required for the
certificate issuance.

1.3.8 Relying Party

A Relying Party is the entity that relies on the validity of the binding of the Subscriber's name to a Public Key. The
Relying Party is responsible for deciding how to check the validity of the Certificate by checking the appropriate
Certificate status information. The Relying Party can use the Certificate to verify the integrity of a digitally signed
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message, to identify the creator of a message or document, or to establish confidential communications with the
holder of the Certificate. A Relying Party may use information in the Certificate (such as Certificate Policy identifiers)
to determine the suitability of the Certificate for a particular use.

The Relying Party must first select the Certificate appropriate for meeting the needs of that application. This will be
determined by evaluating various risk factors including the value of the information, the threat environment, and
the existing protection of the information environment. These determinations are made by the Relying Party and
are not controlled by the ACCC PMA.

1.3.9 Certificate Status Authority (CSA)

A CSA is an authority that provides status of Certificates or certification paths. A CSA can be operated in conjunction
with the CAs or independent of the CAs. Examples of a CSA are:

e  Online Certificate Status Protocol (OCSP) Responders that provide revocation status of C